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To connect to the ADOA SSL VPN take the following steps (NOTE: It is assumed that you have prior authorization to
access the VPN granted through ADOA ISD Security Services. If not please call 542-HELP (4357).

STEP 1: Connect to SSL VPN Server

Using your WEB browser, connect to the ADOA SSL VPN server using the following URL:

http://vpn.state.az.us

The following screens will appear. (The samples are using Internet Explorer)

(Screen 1)

Security Alert x|

[i} ‘“rouareabouttoview pages over g secure conneciion.

s

Any information you exchange with this site cannot be
viewed by anyone else an the Web.

I In the future, do nat show this warning

kMore Info

NOTE: You may want to check the 'do not show' box to save time in the future.

Answer Yes or OK to all security alerts screen requests. Depending on network speed this might take some processing
time.

(Screen 2)
Security Alert E

changed by otherz. However, there iz a problem with the zite's

riIi |nformation you exchange with thiz site cannot be viewed or
W ged by o
; gecurity certificate.

& The securty certificate was izzued by a company you have
nat chogzen ko trust, Yiew the certificate bo determing whether
o want ko truzt the certifping autharity,

0 The security certificate date iz valid.

ﬂ The zecunty certificate haz a walid name matching the name
af the page pou are tving to view.

Do you want to proceed?

Yes ] | Ho { [Hiew Certificate
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When you reach the 'Security Alert' screen (Screen 2), clicking on [ Yes ] will allow you to continue. If you do not wish
to see this screen every time you connect, install the certificate on your workstation. To do this, click on [ View
Certificate ]. Clicking on [ Yes ] will advance you to Screen 4. Clicking on [ View Certificate ] will result in the
following screen when using Internet Explorer. If using Netscape skip to instructions for Screen 4.

(Screen 3)

20 x|

General |Details I Certification Path I

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: vpn.state.az.us

Issued by: vpn.state.az.us

valid from 6/26/2004 to 5/25/2009

install Certificate Izsluer Staterment |

QK |

To complete the installation of the 'Certificate’, click on [ Install Certificate... ]. The install process is automated. On
the resulting screens click on [ Next ] and/or [ Finish ]. At the end of the process you will receive a 'Security Alert' notice
similar to the one shown below.

Security Warning pad |

& You are about to install a certificate from a cerificaion authority (CA) claiming to
represeart:

wvpn.state.az.us

Windows cannot validate that the certificate is actually from "“wpn.state.az.us". You should
confirm its origin by contactng "wvpn.state.az.us". The folowing number will assist you in
this process:

Thumbprint (shal): OF&296F8 ASECBOS0 F16FE950 FZB11B51 1IFASSET1

Warming

If wou install this root certificate, Windows will automatcally tust any certificate issued by
this CA. Instaling a certificate with an unconfirmed thumbprint is a security risk. If vou click

"Yes'" ol acknowledge this risk.

Do you want to install this certificate?

Yesg

Click on [ Yes ] to complete the certification process and continue your connection. Continue with Step 2.
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Netscape users will receive screens resembling the following: (Click [OK] for all requests). You may want to check
'Accept this certificate permanently’ to save future processing time when signing on.

(Screen 4)

Website Certified by an Unknown Authority

nable to werify the identity of amc.stake,az.us as a trusked site,
!_. :l Possible reasons For this error:
- %our browser does not recognize the Certificate Authority that issued the site's certificate.
- The site's certificate is incomplete due ko a server misconfiguration,
- %ou are cannecked ko a site pretending ko be amc.skake, az.us, possibly ko abkain wour
confidential information.

Please notify the site's webmasker about this problem.
Before accepting this certificate, wou should examine this site's certificate carefully, Are wou

willing ko ko accept this certificate for the purpose of identifying the Web site
amc.skake, az.us?

[ Examine Certificate, .. ]

{®) Accept this certificate permanently
() Accept this certificate temporarily Far this session

() Do nok accept this certificate and da not connect to this Web site

[ (] 4 ] [ Cancel ] [ Help ]

To complete certification, click on the [ OK ] button on the 'Security Warning' screen which completes the
process.

Security Warning

I‘ You have requested an encrypted page, The web site has identified itself correctly, and
information you see or enter on this page can't easily be read by a third party.

[] Alert me whenever I am about to view an encrypted page,
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STEP 2: Sign on to Arizona ON Demand
After accessing 'Arizona On Demand', the following sign-on screen will appear.

2 AZ On Demand - Microsoft Internet Explorer ] Jﬂﬂ
Fle Edit View Favortes Tooks Help i
“Back v 4 v QA A Quearch HFavortes Bveda F|Br 3w - T

Address &) hrips:/fvpn state.az.us/_extraweb_ authen?id=sZpD177%2Fhs%30Ralas=workplaceRresoLrce =% 2FuorkplacednZFaccess % 2Fho j 6o ks ”

7// BBt -
gena

Please log in

Log in here to establish a secure connection to your network resources,

Warning Notice

This system is restricted solely to State of Arizana authorized users for lzqitimate state business purposes only, State of Arizona strictly prohibits the actual or attempted
unauthorized access, use or modification of this system, Unauthorized usage and/or users are subject to disciplinary proceedings and/or criminal and civil penalties under
state, federal, or other applicable domestic and foreign laws, The use of this system may be monitored and recorded for administrative and security reasons, Anyone
accessing this system expressly consents to such manitoring and is advised that if monitoring reveals possible evidence of criminal activity, State of Arizona may provide the
evidence of such activity to law enforcement officials, Al users must comply with State of Arizona security policies regarding the protection of State of Arizona information
assets,

Username: |

Passward: |

v
( | b

£]0ore Y T
istart||| &2novel-deivered | ihovel Groupwi.. | & 1a7 0n Deman... [ McrosoftWord .. ‘@ﬂ%ﬂ({l NPEISDR 23m

Enter your VPN User Name and password in the appropriate request areas (lower case) and click on [OK].
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On the resulting screen, you have the option of connecting through 'Arizona On Demand' (using a WEB browser) or the
'Windows Client'.

Screen 4

Fle Edit View Favorites Tools Help
EBack v & v @ [@ 4| Qsearch GFavorites @Media (4| By & =

1/ /upn.state.az.us /workplace /access /fhome - Microsoft Internet Explorer = E’|ﬁ

Address I@ https: /fvpn.state.az.usfworkplacefaccesshome j G0 ‘Links g

' B
/{/ * (ﬁb&dﬂa&,&/ > oLUG out OHelp
7 /&[// oNnd

%

Access components
onbernand
provides access
to dientizeruar
applications.

$tart @nDemand

Welcome adbrewer

This is a PRIVATE network unauthorized access is prohibited. For assistance contact: Arizona Telecornminications Services 542-
HELP{4357) Please select the Start OnDemand link to the right to continue.

Web Shortcuts

Name Description
Aventail Windows Client fou may download and install this client instead of using the brows@ version,

@ 1993-M004 Aventail Corporation. All rights rezerved, ve"tai[

H

[&]Done E Interney
R Star' H & Movel-delivered . | % Novell GroLpwi.., | &https:/ /vpns... B Microsoft Elord " | | @RS Ok N P ia s P 241 PM

Install Aventail Windows Client Exit Arizona On Demand

To use the 'Windows Client' click on Aventail Windows Client. To use your WEB browser, click on Start OnDemand.

NOTE: If you receive an error screen instead of the Arizona On Demand' screen shown above, press the [Back] button
and enter your ID and password again. If an error still persists, call for HELP at 542-HELP (4357).
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If the sign-on is successful, various Security Warning screens will appear. (Sample below). Click on the [Always] button
to save future processing time, or the [Yes] button to continue.

Warning - Security

Do youw want to accept the cedificate from weh site "amec.state.az.us" for the
purpose of exchanging encrypted information?

Fuhlisher authenticity verified hy: "State of Arizona"

The security cetificate was issued by a company that is not trusted.
=

w The security certificate has not expired and is still valid.

Caution: "ame.state.az.us" assers that this content is safe. You should only
acceptthis content if you trust "amc.state az.us" to make that assertion.

More Details

Yes o Alivays

The following 'Loading' window will appear. A pulsating green bar will indicate processing. If, after 20 seconds nothing
happens, toggle back to the previous screen, then back to the current one causing a 'refresh'.

2 OnDemand - Loading... E”§|E|
Aventail & OnDemand”

Now Connecting

12003 Awertail Corparation.

Al rights reserved. fwertail, fwentail Het™,
forertail ® A5AP " Platform, Aventail® OnDemand™
and their respective logos are trademarks,
registered trademarks, or service marks of
Forentail Corporation.

— Flswernad By

Aventail £ |
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The final screen in this step will appear as displayed below.

3 Dnl}emand Dynaml

Aventail & OnDemand“‘

Advanced

| Connection to hiy Netwod

Aventail B2

NOTE: Do not cancel or [X] out of this screen (cancel the session) until after you have finished all processing using 'Host
On-Demand’ (Step 3).

STEP 3: Access 'Host On-Demand'’

Open a new Internet browser window and connect to the following URL:

http://ipcntO1.ipc.ad.state.az.us/hod/hod.html

You will receive various 'Security Warning' screens as you did in Steps 1 and 2. Click on the [Always] or [Yes] buttons.
There may be delays for processing when moving through these screens.

The 'Host On-Demand' sign-on screen will be displayed. Enter your User ID and Password and press the [LLog On]
button. Continue with normal operating instructions for 'Host On-Demand'.
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23 IBM Host On-Demand 7.0 - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help

@Back T &l |ﬂ |EL| __l.\l /.]Search “gl.:{’Favarites

>

Google - | '

FEX
,l*r

»

Address |:Ej http: jlipcnk01.ipe.ad. state. az.usfhodfhod . html? JavaType=javaz

V|G|:|

IBM WebSphere Host On-Demand ’ -

User IC:

Password :

IBM Hosk On-Demand

hodUserID

FTEEFTENS

[]change Password

[ Log On H Help J

@l Applet com,ibm,eMetwork, HOD,HostonDemand started

‘ Inkternet

NOTE: For HELP concerning any of these Steps please call 542-HELP (4357).
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STEP 4: Logging Off

Logging off is a 3 to 4 step process. First, cancel your Host On Demand browser session (click [ X ]).

Next at the bottom of your screen, click on the [ On...] (OnDemand - Dynamic Proxy -M.S. Internet Explorer) button.

The Aventail On Demand window will appear. Click on the [ Logout ] button.
The 'Arizona On Demand' screen (Screen 4) will appear. Click on the [ Logout ] button (top right, circular arrow).

Another 'Arizona On Demand' screen stating 'Successful Logout' will be displayed. Click on the [Close ] button. Then
the confirmation screen is displayed, click on the [ OK ] button to complete the exit procedure.
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